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Testing for the Weakest Links
Knowledge@Wharton: What have we learned about mobile banking security from those with the most experience, 
including places such as Africa, where they’re actually ahead of developed countries?

Andrea Matwyshyn: Yes, the African roll out of mobile banking is fascinating. One of the World Bank concerns that 
has recently been mentioned is a fear of monopolization because there’s a dominant player in the African space. 
And so what we see is that, because of the pre-existing cultural and legal banking infrastructure or lack thereof in 
Africa, we have the under-banked creating a different way of interacting with payment systems. And that presents 
challenges not only in terms of developing infrastructure for them but also, in terms of the U.S. companies 
who are trying to enter this space, in understanding the physical and cultural realities of those countries, and to 
transition that allows them to connect with a different type of internet usage.

Mobile has always been the dominant form of internet access in developing countries. But in the States we’ve 
been really focused on the PC as the access point for internet transactions. That has not been the case in other 
countries. And mobile is the merger of this digital divide reality that will cause us to shift our perspective and the 
way that we’re building our products in the States to make them better accessible to other places in the world.

Knowledge@Wharton: Some of the big potential security breaches in mobile banking would be such things 
as fictitious billing, raiding a checking account and identity theft. Which of the potential breaches are providers 
worried about most?

Matwyshyn: All answers are correct to your question. Each of these points is a potential point of compromise. 
So the smart provider is going to be concerned about every single point in the data-possession chain. Security 
is only as strong as the weakest point in the data-possession chain from the moment that information is created 
to the moment that it is destroyed. And at any point in that use, collection or sharing, compromise can occur and 
so security must be viewed as a holistic enterprise on the officer and director level of an enterprise, and thought 
about it in terms of the weakest points, wherever they may occur in the information-possession spectrum.

And frequently humans are the weakest points. So you can have the most brilliant encryption protocols 
imaginable implemented inside your enterprise. But if you have a janitorial staff that hasn’t been signed up 
with NDA (non-disclosure) agreements and they rummage through your garbage, and one of your engineers 
accidentally threw out scraps of paper that happened to have R&D secret information on them, that’s a point of 
information compromise, just as it would be if a malicious third party from Eastern Europe hacked into your data 
stream.


