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Industry Is Still Setting Ground Rules for Mobile 
Security
Knowledge@Wharton: Some observers point out that, for mobile banking to be secure, cooperation is a 
must between financial institutions, device makers, app developers and network operators. How well is that 
happening?

Andrea Matwyshyn: So this is a very interesting question. In part because we don’t know what the answer is yet. 
What we need right now, because this is such a new space, is experimentation and we need to have all different 
kinds of business models emerge. For example, Google recently launched their wallet product. Google also 
recently acquired Motorola. On the one hand, the acquisition of Motorola was seen as potentially driven by the 
patent portfolio of IP [intellectual property] assets that Motorola held. But from the changing strategy perhaps 
inside Google, from what I know from talking to my friends there, that it’s not necessarily the case -- that Motorola 
is currently viewed as primarily a patent-focused enterprise that should be vertically integrated with Google’s 
other enterprises and apps, such as their wallet product.

So what Google, it sounds like, is currently trying to do is to preserve openness in the devices as well. And that 
may change over time. But the point is that everything is malleable right now. And even the most sophisticated 
players in these spaces are still trying to get their legs under them. They’re trying to figure out what really works 
best in this space. So while creating a tightly integrated device to a services provider supply chain may indeed 
ultimately allow for greater oversight and security, for example, there may be other open models that we haven’t 
yet experimented with that may indeed prove to be equally effective or more effective.

This is such a new space that the goal at present is to set some frameworks, some ground rules, to prevent 
consumers from being harmed and then to have an open playing field for experimentation in terms of the exact 
business models. But the legal deficits are tremendous in this space. We don’t know as matter of, for example, 
banking regulation, whether PayPal – even though they’ve been around forever at this point – or a product like 
Google Wallet or a product like Square – whether those types of accounts are in essence functionally equivalent 
to banking accounts and should or do have the same types of legal strictures and protections for consumers if 
something goes wrong.

So if my Square account gets emptied out, what do I do as a consumer? Do I have recourse in the way that I 
would have with, for example, the FDIC if it were a banking account? We just don’t know. And because this space 
is driven primarily by the contracts that exist between the providers and consumers, all of those big feature 
concerns around end user license agreements, around privacy policies and around the way that they’re drafted 
and the lack of negotiability, the lack of comprehension and the lack of consumers being capable of interacting 
with these documents successfully – all of those concerns are also transferred into this space, except now we 
have three-inch screens instead of 12-inch screens. So that’s part of my bear-riding-the-unicycle analogy. Once 
it’s done it will be fantastic, but in the process the bear will fall off, the bear will bite us, we’ll end up with some 
bloodshed.


