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Expect an Arms Race in Mobile Money Security
Knowledge@Wharton:  Mobile security, like internet security, will likely be an arms race between service 
providers and the fraudsters. Where do you see some of the key areas of innovation heading when it comes to 
security of mobile financial services?

Andrea Matwyshyn:  I think all of the traditional vectors of security will still be key to roll out in the mobile space. 
Obviously things like encryption protocols have to be maintained. And as new vulnerabilities are discovered 
[there will be questions about] which mobile providers are on top of security developments and update their 
systems to afford their customers the highest level of protection possible in light of the evolving threats. Those are 
some of the concerns that the market place will look at and that the most educated consumers will look at. I think 
all the same security threats as I’ve said that exist in other spaces are just going to transfer here. But the key is 
that the human interface is more challenging and that the players are slightly different in mobile spaces.

And so you have new categories of entrants who would potentially never think of building an operating system 
otherwise or building an app that generates dancing cats on your lap top. But in this space we have, perhaps, 
companies entering who are used to mediating payments in other contexts and so they’re trying to expand their 
operations into mobile context as well. And the question is, who’s learning will be best transferred and how 
they’ll manage the risks as they emerge? Security is always a moving target. There’s no such thing as kind of a 
band aid solution to security. It’s the companies that view security as a one-time thing that are most likely to get 
compromised.

When you talk to the most sophisticated security engineers, what they immediately tell you is that they have 
given up on the possibility of ever fully securing their own systems. All they can do is stay as vigilant as possible 
and try hard and hope for the best. It’s like crossing the street. There could be a crazy car that comes hurdling 
at you at 60 miles an hour because it just turned the corner. You can’t possibly know what’s around that corner. 
But the question is, are you crossing the street by looking both ways or are you just wandering into the street 
aimlessly and looking straight ahead at what’s on the other side of the street without being concerned about the 
car that’s speeding at you, and is going to kill you and the people you’re crossing the street with along the way?


