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‘Know Your Customer’ Rules Must Evolve
Knowledge@Wharton:  A key pillar of an anti-money laundering program within banking is knowing your 
customer. What are the implications a mobile-banking world?

Steven Beattie:  It’s one of the key ways that banks are able to identify what we call bad actors – individuals 
that are involved in drug running, human trafficking and other [illegal] functions. So transaction monitoring is 
certainly a key element of an AML [anti-money laundering] program. Knowing who your customer is, is certainly 
a key element. When you think about mobile payment systems, who is the ultimate originator of this payment? 
Where’s the money going to? You’re now functioning in an environment where you’re going to have significant 
cross border movement of funds. Who is the ultimate authority for even identifying who the customer is? Within 
a payment system model that’s taking advantage of mobile money solutions, you’re going to have network 
providers, telecommunications [companies), banks. Who has the responsibility to ultimately know who the 
customer is?

Now there’s also another layer of complexity on this. Mobile banking solutions are really targeted towards the 
unbanked, often in some of the emerging or developing countries which sometimes do not have an official 
identification system for individuals. So when I want to look for a government ID or some other formal method of 
identification for someone, it may not be at hand. You’re introducing an entirely new social problem in terms of 
identifying who these underlying people are.

Banks have stringent requirements under what they call customer due diligence – knowing who their customer 
is, validating that information -- that may not be possible in a mobile banking environment. Some of the mobile 
banking products are targeting countries and individuals that are functioning on the equivalent of $2 a day of 
income. So when you think about the traditional heavy overlay of a banking model – it may not apply very well. 
This whole concept of knowing your customer and knowing your client applied to a mobile banking solution is 
going to be extraordinarily complex as this continues to grow, become more global and focuses attention towards 
some of the developing countries.


