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Consumers Do Not Fully Trust Mobile Banking
Knowledge@Wharton:  A recent Fed study shows that while 21% of mobile phone users have used a banking app 
over the last year or so, nearly two-thirds of smart phone owners are not yet participating in mobile banking out 
of security concerns. Are consumers right to be worried about those security concerns?

Andrea Matwyshyn:  I think they really are right to be worried, particularly because we haven’t resolved so many 
security and privacy questions in traditional technology mediated spaces. For example, privacy policies that exist 
on regular websites are confusing to consumers. They have a hard time understanding what’s happening with 
their information, how it’s being stored, who it’s being shared with and what the risks are in terms of its leakage. 
Those concerns are magnified in mobile spaces. And so consumers are right to be hesitant, particularly when the 
protections that may exist for them in physical spaces haven’t yet been extended fully to mobile spaces or other 
digitally mediated spaces.

Knowledge@Wharton:  How would you characterize the security challenges in mobile banking right now? For 
example, are the challenges mostly solved, mostly unsolved? Put it in context for us, please.

Matwyshyn:  I think I’d characterize it as trying to train a bear to ride a unicycle. We are just starting to try 
to resolve some of the challenges that exist in mobile security spaces. We haven’t yet resolved the security 
challenges that exist in non-mobile spaces. And all of those risks are magnified when we put mobile into the 
equation, particularly because mobile security has traditionally lagged a bit behind traditional security. It’s a 
challenge that providers face, and that as new entrants enter the playing field they don’t necessarily have the deep 
experience from traditional web spaces to bring to the table in terms of security. So it’s a challenge both because 
of the technologies involved and because of the nature of the entrants.

Knowledge@Wharton:  How big is the difference between the security challenges for mobile banking and other 
forms of electronic banking? For example, ATMs, on-line banking – they’ve been doing those sorts of things for 
years fairly successfully. But everyone tells us that mobile’s very different.

Matwyshyn: I think it’s true that in some ways mobile is different. But some of the traditional challenges also 
transfer. For example, if an ATM is subject to a physical attack, so too is a phone. The challenge with mobile 
transactions stems – in a way it’s similar to the physical technology mediated banking space. You have this 
physical device that’s potentially vulnerable. And if you can have access to the physical device, you can materially 
compromise the security of the device. But there’s also a software mediated component to the transfers of data. 
And so you can also attack the transaction from the software side. And so any vulnerability that exists in the 
software, whether it’s running on the device, whether it’s running on the servers of the mobile banking provider, 
or whether the data is compromised during the transmission – each of these points of data possession and 
transfer are potentially vulnerable to attack from malicious outsiders.


