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Solving Mobile Banking’s Global Security Concerns 
Knowledge@Wharton:  Would you put the growth of mobile banking into context? Will this be the preferred 
method for conducting funds movement in the future?

Steven Beattie:  That’s a good question because there’s a good bit of discussion right now about what is the future 
of mobile money. Is it going to be a significant expansion that’s going to end up offering payment solutions to 
everybody across the globe? Or, is it targeted towards certain niche markets and certain individuals? I think it is 
about satisfying certain segments of society. It’s offering payment services to those who are unbanked. In the U.S. 
alone there are 18% of people, based upon an FDIC report published in 2009, who are unbanked. So this provides 
opportunity for people like that to enter the payment system, facilitate payments, and also eventually evolve to 
enter the financial services sector.

So I do see it as a growth area. It offers convenience. It offers the ability for individuals to have a more 
mobile payment system as they participate in different consumer purchases. So it does offer a certain layer of 
convenience that’s going to be very popular going forward.

Knowledge@Wharton: Do mobile money solutions increase the vulnerability of the U.S. financial system to 
money launderers and terrorist finance activities?

Beattie:  Mobile money solutions and systems and services actually do have the possibility of increasing 
vulnerability to anti-money laundering, or to money laundering within the industry, terrorist finance, and even 
increases the complexity of the sanctions programs. And those at the OFAT [Office of Foreign Asset Control] 
programs and others are looking to intervene on payments to forbidden countries and individuals. So it certainly 
does increase a complexity.

Why? Well, one, certainly there’s further anonymity of individuals who are participating within the mobile money 
solutions. There’s less transparency. We’re talking about movement of money through different vehicles with 
telecom advisors involved, telecom companies, technology companies, banks -- different payment solutions 
that are out there. So there’s increased complexity of payment and less transparency than there would be 
otherwise. And let’s recognize the key word: It’s mobile. You’re losing the face-to-face moments that you have with 
individuals. There’s not a retail brick and mortar bank where people are coming in and you’re facing off against a 
teller and they can identify you. This makes it much more challenging to identify the originator and the beneficiary 
of the payment.

And any time there’s a model that’s constructed with those key attributes, it certainly is going to increase 
vulnerability to money launderers and to other terrorist finance organizations that want to take advantage of the 
U.S. and global financial payment systems.

It can be more difficult to identify mobile banking consumers. Security rules must adapt to a more complex world.

Knowledge@Wharton:  A key pillar of an anti-money laundering program within banking is knowing your 
customer. What are the implications a mobile-banking world?

Beattie:  It’s one of the key ways that banks are able to identify what we call bad actors – individuals that are 
involved in drug running, human trafficking and other [illegal] functions. So transaction monitoring is certainly 
a key element of an AML [anti-money laundering] program. Knowing who your customer is, is certainly a key 
element. When you think about mobile payment systems, who is the ultimate originator of this payment? 
Where’s the money going to? You’re now functioning in an environment where you’re going to have significant 
cross border movement of funds. Who is the ultimate authority for even identifying who the customer is? Within 
a payment system model that’s taking advantage of mobile money solutions, you’re going to have network 
providers, telecommunications [companies), banks. Who has the responsibility to ultimately know who the 
customer is?
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Now there’s also another layer of complexity on this. Mobile banking solutions are really targeted towards the 
unbanked, often in some of the emerging or developing countries which sometimes do not have an official 
identification system for individuals. So when I want to look for a government ID or some other formal method of 
identification for someone, it may not be at hand. You’re introducing an entirely new social problem in terms of 
identifying who these underlying people are.

Banks have stringent requirements under what they call customer due diligence – knowing who their customer 
is, validating that information -- that may not be possible in a mobile banking environment. Some of the mobile 
banking products are targeting countries and individuals that are functioning on the equivalent of $2 a day of 
income. So when you think about the traditional heavy overlay of a banking model – it may not apply very well. 
This whole concept of knowing your customer and knowing your client applied to a mobile banking solution is 
going to be extraordinarily complex as this continues to grow, become more global and focuses attention towards 
some of the developing countries.

Knowledge@Wharton:  How clear is the current regulatory regime governing mobile payments?

Beattie:  The current regulatory environment can best be described as immature in terms of how it provides 
guidance to the mobile payment and mobile money industry, for a number of different reasons. One, the industry 
is very innovative. It’s jumping out with new ideas, new constructs, different ways of executing payments in ways 
that are very difficult to regulate. Over-regulation can lead to suppression of innovative solutions that can be 
offered to people who really need it. So I think that’s a significant challenge for regulatory authorities. 

Two, there’s remarkable innovation in terms of the currencies themselves that would be governed. It’s not just U.S. 
dollar or other currencies. We’re now entering a world where individuals are signing onto different technologies, 
portraying themselves through avatars and using virtual currency that doesn’t even truly exist. But it’s just 
recently started to be used to actually be able to buy physical products. How do you even begin to get your arms 
around how to regulate that from an anti-money laundering or terrorist funding perspective? This introduces a 
whole new way of conducting business.

The third complication: This is not just a banking model. We’re now dealing with different sectors. How do I 
regulate the telecommunications industry? How do I regulate money service businesses? How do I regulate 
banks? They’re all very different. And they actually have very different expectations. So it’s not a simplistic 
representation of, I have one regulatory construct that can apply across all sectors. There is a good bit of 
complication.

Now let’s multiply that by a global model. I’m going to be looking for regulations and governance to be rolled 
out in some emerging economies that are characterized at best as corrupt. So I’ve got corrupt economies. I’ve 
got havens for money launderers, ineffective regulatory regimes operating in some areas of the globe that will 
be supporting recipients of mobile payment and mobile banking products. So the answer on having an effective 
regulatory regime is a complex one. It requires the regulators to continue to look to groups to understand. There 
are a number of different groups out there that are putting out guidance – the Financial Actions Task Force or FATF 
has put out guidance on how to think about mobile money products. So you need to stay close to it.  I think many 
of these mobile money operators need to be working very collaboratively with their regulatory authorities to 
make sure the constructive solutions are eventually rolled out.

That’s going to create more opportunity for the industry. And just as importantly, it allows a roll out with 
measured, clear controls while still accomplishing the objective of innovation.

Knowledge@Wharton:  Is there a way to regulate global banks consistently for mobile payment services, 
compared with other banking products and services?

Beattie:  Bank regulatory authorities are moving with a consistent approach to anti-money laundering roles. There 
are certain key basic frameworks you have to have in place to have an effective AML [anti-money laundering] 
program. So, I do see commonality of framework. You need to be thinking about knowing who your customers 
are. You need to be monitoring for transactions. And clearly you need to be following a risk-based approach.

One size does not fit all in terms of controls and regulation, and governing across different products and services. 
They are going to find that the one-size-fits-all approach does not work well when trying to roll out these new 
products. It’s going to eat substantially into their margins. I think that’s going to increase the challenges for banks, 
which are rolling out mobile money products. It’s going to eat substantially into margin. It’ll make it very difficult 
to reach out broadly to customers, because you’ll have heavy control over these types of products.
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Until there’s a complete understanding of this, this will be a challenge. And they’re going to be trying to find a 
prior regulatory construct and overlay for some innovative products that are introducing an entirely new way to 
undertake business and transaction flow globally. 

My hope is that the industry’s able to step back, fully understand the risk associated with these products, and right 
size the controls and the regulatory expectation. That’s going to be critical, because an overgrowth of controls and 
regulation on this is going to dampen the opportunity to roll out these products. It’s going to lessen the impact of 
the banks in the terms of their ability to roll out a well controlled product by contrast to another, lesser regulated 
entity.

Knowledge@Wharton: What can banks do to minimize risk in mobile money regulation?

Beattie:  By drawing on the experiences of banks, there’s an opportunity to tap into their enormous experience in 
working within highly regulated environments. Banks have worked with regulators on a global scale on payment 
systems for years. They are a valuable source of knowledge in helping educate regulators about constructive 
solutions to regulating the environment, versus an overbearing solution that would minimize the opportunity to 
expand the use and the utility of mobile money.

They should look to establish constructive dialogues. As banks are learning more about their own mobile money 
systems and strategies, and the customers and countries where they operate, there’s an opportunity to engage 
with regulatory authorities and the working groups that are putting out a number of different guidances on how 
mobile money can be executed in a controlled way. Regulators can draw upon banks’ experiences and put out an 
innovative product that still accomplishes the objective of being well-controlled.

Knowledge@Wharton:  For banks a entering the mobile money competitive space, what do you recommend as 
the first steps from a risk and control perspective?

Beattie:  Banks entering the mobile money space face the same challenges as when they roll out other new 
products, and the same parties should be involved in this dialogue. It’s tempering the excitement of rolling out 
something that is new and showing innovation, but recognizing you still need to engage with your compliance 
department. You still need to step through the process with compliance and AML [anti-money laundering] 
leadership and say, what unintended risk have I just introduced into my organization and how do I think about 
that?

Now, that’s just a normal new product approval process. But it’s interesting how often that’s not followed. Also, 
some of these mobile banking and mobile money products are small cottage innovations that are occurring in 
small segments of a banking organization that’s global in scale. It’s very difficult to stay attuned to what’s going 
on. Staying in constant dialogue with those who are going to be offering the contrasting view, and what should 
be undertaken to insure that it’s well controlled, will be important.

It also involves bringing in your technology leadership. Mobile money products introduce enormous challenges 
in terms of terabytes of information and enormous electronic funds flow. That means different monitoring 
responsibilities than banks have had in the past. And it can have huge operational and technology implications 
further downstream.

A final thing I would think about: You should be thinking about your risk and your customers. Who is it that you’re 
really targeting within what geographies? And, what risk is that going to unintentionally or intentionally introduce 
into your own control and risk ecosystems? From a risk perspective, engage with the compliance and anti-money-
laundering leadership, and insure that you understand the technology and operational implications, and you 
should be able to move forward with a successful mobile money product.

Knowledge@Wharton: How can banks balance security needs with opportunity in a way that does not stifle 
innovation?

Beattie:  When rolling out mobile money solutions, banks face an additional challenge right now -- the topics of 
anti-money laundering and terrorist finance are very hot within the industry. Not a single day goes by without 
reading in a major newspaper about some of the challenges, with having effective programs or a much more 
downside, having facilitated the actual execution of money laundering type activity.

Certainly it’s created a fear or concern about something so innovative as mobile money. We need to recognize that 
this is not an unregulated, unclear frontier of risk that has not been thought through. We should approach this in 
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a balanced fashion, recognizing that you still do need to have an understanding of your underlying customers. 
Mobile money still allows for a digital trail showing where money is moving, which is much more controllable 
than cash itself. Certain controls are in place and can be used as effective weapons against money launderers.

The balanced message for this is recognizing that innovation does create risk, but that risk can be mitigated and 
there’s still opportunity to move forward with an understanding that some of those challenges will be based upon 
what’s going on in the current financial services environment. 

Knowledge@Wharton:  To what extent will banking regulation aid banks in competing against non-banks, or how 
will it hurt them?

Beattie:  What kind of competitive advantage does a bank have by entering the mobile money system, versus 
industries and sectors and other financial services companies that are less regulated? There will likely be an 
initial period where banks are somewhat hindered in terms of their ability to roll out these products because they 
are subject to a more stringent regulatory standard. They’re going to have more controls to comply with their 
global programs. And if I were to contrast that, say, to a smaller money service business, or another non-banking 
entity, they’ve got a good bit more freedom right now in terms of the innovation and the ability to roll out these 
products.

So how do you offset that competitive advantage? Well one, banks certainly are already walking in with a 
large base of customers and understanding of the global financial services system – a deep understanding of 
the different payment systems. They are uniquely positioned to roll out mobile money products with a high 
commercial value and commercial construct versus some of the smaller innovators. Another advantage that 
banks will have versus others – say the, telecommunication industry and other participants within the mobile 
money base: Banks have the opportunity for a more significant cross-sell of their services. Banks obviously can 
participate in lending activities, mortgage activities -- all kinds of products, services delivery and channels. 

While banks may have a stringent regulatory overlay, that can create opportunity for them through the 
introduction of other products and services that they’re already permitted to engage in. As banks are moving 
forward with their own mobile money services – there’s going to be a competitive marketplace in terms of who is 
collaborating with whom and where opportunities lay.

Right now there are thousands of banking institutions within the U.S. If you look to the mobile operators, there are 
somewhere in the area of four major operators. As you start to move into other providers of services and mobile 
money operators, there’s not a deep market of opportunity for collaboration. Right now you’re in this unique 
environment that fast movers to market will be able to capitalize on some of these alliances and others may need 
to wait for the industry to further evolve, and mature and expand before they can get in to the competitive fray.

Knowledge@Wharton: Banks are often seen as being in opposition to regulators. But banks have also been quite 
good at getting regulators to cooperate – better than tech firms for example. Can you discuss why this is so and 
how that affects banks’ future prospects for mobile money? 

Beattie:  Banks are uniquely positioned to understand not only current, but future expectations of the regulatory 
authorities. And it has been at times a combative relationship. That being said, when you’re talking about 
cooperation, I would describe it more as collaboration. Organizations very often are working very closely with 
their regulatory authorities. And while they may not agree on all matters, there has been open industry dialogue 
within financial services. That’s because at the end of the day, I think everyone recognizes some of these points, 
whether they’re related to mobile money or other products, offer unprecedented challenges for them.

Banks over the years have had to focus on insuring that they meet certain regulatory mandates. It certainly is 
critical for them to keep their banking licenses within the U.S. And this has forced them to develop the skill set, the 
experience and the prospectus for how to work well and collaboratively with regulators. This is further evidenced 
by the fact that most large banking organizations have hired in individuals from different regulatory authorities 
just to expand the base of their skill set and their understanding of expectation.

I don’t think you can characterize the other industries in a similar fashion in terms of having that broad regulatory 
overlay, a highly collaborative dialogue and at times contentious dialogue between the different organizations. 
So as a result I don’t think the other industries are going to have a full understanding of the breadth and depth of 
challenges of what it will mean to operate under the stringent requirements of the financial services industry as 
they start to enter the mobile money markets.
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Knowledge@Wharton:  A recent Fed study shows that while 21% of mobile phone users have used a banking app 
over the last year or so, nearly two-thirds of smart phone owners are not yet participating in mobile banking out 
of security concerns. Are consumers right to be worried about those security concerns?

Andrea Matwyshyn:  I think they really are right to be worried, particularly because we haven’t resolved so many 
security and privacy questions in traditional technology mediated spaces. For example, privacy policies that exist 
on regular websites are confusing to consumers. They have a hard time understanding what’s happening with 
their information, how it’s being stored, who it’s being shared with and what the risks are in terms of its leakage. 
Those concerns are magnified in mobile spaces. And so consumers are right to be hesitant, particularly when the 
protections that may exist for them in physical spaces haven’t yet been extended fully to mobile spaces or other 
digitally mediated spaces.

Knowledge@Wharton:  How would you characterize the security challenges in mobile banking right now? For 
example, are the challenges mostly solved, mostly unsolved? Put it in context for us, please.

Matwyshyn:  I think I’d characterize it as trying to train a bear to ride a unicycle. We are just starting to try 
to resolve some of the challenges that exist in mobile security spaces. We haven’t yet resolved the security 
challenges that exist in non-mobile spaces. And all of those risks are magnified when we put mobile into the 
equation, particularly because mobile security has traditionally lagged a bit behind traditional security. It’s a 
challenge that providers face, and that as new entrants enter the playing field they don’t necessarily have the deep 
experience from traditional web spaces to bring to the table in terms of security. So it’s a challenge both because 
of the technologies involved and because of the nature of the entrants.

Knowledge@Wharton:  How big is the difference between the security challenges for mobile banking and other 
forms of electronic banking? For example, ATMs, on-line banking – they’ve been doing those sorts of things for 
years fairly successfully. But everyone tells us that mobile’s very different.

Matwyshyn: I think it’s true that in some ways mobile is different. But some of the traditional challenges also 
transfer. For example, if an ATM is subject to a physical attack, so too is a phone. The challenge with mobile 
transactions stems – in a way it’s similar to the physical technology mediated banking space. You have this 
physical device that’s potentially vulnerable. And if you can have access to the physical device, you can materially 
compromise the security of the device. But there’s also a software mediated component to the transfers of data. 
And so you can also attack the transaction from the software side. And so any vulnerability that exists in the 
software, whether it’s running on the device, whether it’s running on the servers of the mobile banking provider, 
or whether the data is compromised during the transmission – each of these points of data possession and 
transfer are potentially vulnerable to attack from malicious outsiders.

Knowledge@Wharton: What have we learned about mobile banking security from those with the most experience, 
including places such as Africa, where they’re actually ahead of developed countries?

Matwyshyn: Yes, the African roll out of mobile banking is fascinating. One of the World Bank concerns that has 
recently been mentioned is a fear of monopolization because there’s a dominant player in the African space. And 
so what we see is that, because of the pre-existing cultural and legal banking infrastructure or lack thereof in 
Africa, we have the under-banked creating a different way of interacting with payment systems. And that presents 
challenges not only in terms of developing infrastructure for them but also, in terms of the U.S. companies 
who are trying to enter this space, in understanding the physical and cultural realities of those countries, and to 
transition that allows them to connect with a different type of internet usage.

Mobile has always been the dominant form of internet access in developing countries. But in the States we’ve 
been really focused on the PC as the access point for internet transactions. That has not been the case in other 
countries. And mobile is the merger of this digital divide reality that will cause us to shift our perspective and the 
way that we’re building our products in the States to make them better accessible to other places in the world.

Knowledge@Wharton: Some of the big potential security breaches in mobile banking would be such things 
as fictitious billing, raiding a checking account and identity theft. Which of the potential breaches are providers 
worried about most?

Matwyshyn: All answers are correct to your question. Each of these points is a potential point of compromise. 
So the smart provider is going to be concerned about every single point in the data-possession chain. Security 
is only as strong as the weakest point in the data-possession chain from the moment that information is created 
to the moment that it is destroyed. And at any point in that use, collection or sharing, compromise can occur and 
so security must be viewed as a holistic enterprise on the officer and director level of an enterprise, and thought 
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about it in terms of the weakest points, wherever they may occur in the information-possession spectrum.

And frequently humans are the weakest points. So you can have the most brilliant encryption protocols 
imaginable implemented inside your enterprise. But if you have a janitorial staff that hasn’t been signed up 
with NDA (non-disclosure) agreements and they rummage through your garbage, and one of your engineers 
accidentally threw out scraps of paper that happened to have R&D secret information on them, that’s a point of 
information compromise, just as it would be if a malicious third party from Eastern Europe hacked into your data 
stream.

Knowledge@Wharton: What kinds of security problems have already cropped up in mobile financial services? 
For example, Google has taken down some of the anonymously written apps from their android marketplace that 
ended up being stalking horses for committing banking and credit card fraud.

Matwyshyn: What we’re seeing is the transition of the old school fishing and spear fishing attacks heading into 
the mobile space. Although mobile presents opportunity for unique ways to leverage certain types of attacks or to 
create new ones, a lot of what’s old is new again. So, we’re seeing the successful attacks that were happening in 
e-mail or in other kinds of social engineering and other attempts now transitioning into the mobile space, because 
it’s a new technology, because users may not be as sophisticated with the interaction with mobile devices, 
and because there are physical limitations with a mobile device that you don’t necessarily have with a PC. For 
example, the screens are substantially smaller. People may be in a rush when they’re walking somewhere. They 
may be more likely to only cursorily read what it is that has popped up in their text message or in their e-mail on 
their mobile device.

There are new risk opportunities for consumers to be compromised because of the real space dynamics around 
the usage of mobile devices in some cases. So the security challenges are everything that existed before and 
they’re on steroids now.

Knowledge@Wharton: Some observers point out that, for mobile banking to be secure, cooperation is a 
must between financial institutions, device makers, app developers and network operators. How well is that 
happening?

Matwyshyn: So this is a very interesting question. In part because we don’t know what the answer is yet. What 
we need right now, because this is such a new space, is experimentation and we need to have all different kinds 
of business models emerge. For example, Google recently launched their wallet product. Google also recently 
acquired Motorola. On the one hand, the acquisition of Motorola was seen as potentially driven by the patent 
portfolio of IP [intellectual property] assets that Motorola held. But from the changing strategy perhaps inside 
Google, from what I know from talking to my friends there, that it’s not necessarily the case -- that Motorola is 
currently viewed as primarily a patent-focused enterprise that should be vertically integrated with Google’s other 
enterprises and apps, such as their wallet product.

So what Google, it sounds like, is currently trying to do is to preserve openness in the devices as well. And that 
may change over time. But the point is that everything is malleable right now. And even the most sophisticated 
players in these spaces are still trying to get their legs under them. They’re trying to figure out what really works 
best in this space. So while creating a tightly integrated device to a services provider supply chain may indeed 
ultimately allow for greater oversight and security, for example, there may be other open models that we haven’t 
yet experimented with that may indeed prove to be equally effective or more effective.

This is such a new space that the goal at present is to set some frameworks, some ground rules, to prevent 
consumers from being harmed and then to have an open playing field for experimentation in terms of the exact 
business models. But the legal deficits are tremendous in this space. We don’t know as matter of, for example, 
banking regulation, whether PayPal – even though they’ve been around forever at this point – or a product like 
Google Wallet or a product like Square – whether those types of accounts are in essence functionally equivalent 
to banking accounts and should or do have the same types of legal strictures and protections for consumers if 
something goes wrong.

So if my Square account gets emptied out, what do I do as a consumer? Do I have recourse in the way that I would 
have with, for example, the FDIC if it were a banking account? We just don’t know. And because this space is 
driven primarily by the contracts that exist between the providers and consumers, all of those big feature concerns 
around end user license agreements, around privacy policies and around the way that they’re drafted and the 
lack of negotiability, the lack of comprehension and the lack of consumers being capable of interacting with these 
documents successfully – all of those concerns are also transferred into this space, except now we have three-inch 
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screens instead of 12-inch screens. So that’s part of my bear-riding-the-unicycle analogy. Once it’s done it will be 
fantastic, but in the process the bear will fall off, the bear will bite us, we’ll end up with some bloodshed.

Knowledge@Wharton:  Where are the weakest security links -- telecommunications infrastructure, third-party 
applications, you talked about user behavior, all of the above?

Matwyshyn:  All of the above are concerns and one of the primary concerns exists on the user end. So if the user 
has difficulty interacting with a product it renders the product more vulnerable, even if it’s perfectly designed 
from an engineering standpoint in terms of the data being protected once it’s in transit. So thinking about the user 
interface is very important. For example, I was on the Square web site this morning and I wanted to see what their 
security and privacy policy was. Their web site’s beautifully designed, but I had difficulty finding the link for the 
user agreements and the security policy. Turns out, yes, it’s at the bottom of the page, but it’s in a different colored 
font in tiny gray letters that was hard for me to find, frankly. 

And so these kinds of user interactions either engender trust or don’t engender trust, either make it easier or 
more difficult for a user to be compromised by an attacker or by their own fat finger maneuver. And it could really 
happen either way. And so, thinking about the way that a reasonable person interacts at the point of the human 
machine interface, it’s very important with mobile products, because those challenges exist.

Particularly when we’re thinking about the provider end of this equation, if we have new entrants coming in, who 
perhaps don’t have the same degree of technological sophistication as some of the big players like Google in 
terms of information security, in other sectors of the economy, there’s still very much a learning curve happening 
with respect to security. You see public companies just starting to understand that they should be disclosing 
their material breaches in their securities filings. The SEC had guidance on this in 2011 but the perception of the 
SEC seems to be that companies are still not complying adequately with that. There is still in the halls of some 
companies a perception that you can hide your security problems and that no one will discover them. That’s not 
true. And you have an active hacker community that talks about security problems. You have an active research 
community that discovers them. And you have users who discover that problems exist.

So [it’s about] getting companies across our economy into the mindset that security has to be a priority, you have 
to invest adequately, you have to disclose in a fair way when something goes wrong -- that it’s a learning curve. 
And the question is not whether you ever have a security breach. The question is, did you have a security breach 
because you were not thoughtful about having the best industry practices in place? Or did you have a security 
breach because there’s a brilliant hacker sitting somewhere in a foreign country that came up with a zero-day 
exploit that didn’t previously exist, and so you didn’t really have a means of protecting yourself because it wasn’t 
on your radar? That’s a different kind of problem.

So the goal is to minimize the known problems, and to learn from your mistakes and to grow. And as long as 
companies demonstrate that they’re growing in their security knowledge and that they’re really trying hard, the 
SEC will be happy. I think consumers will be happy because they’ll understand that we’re all learning here. This is 
a moving target and evolution is going to take time, but ultimately as long as we all try and we all learn, we’ll get 
to the best possible resolution of a secure mobile space.

Knowledge@Wharton:  Mobile security, like internet security, will likely be an arms race between service 
providers and the fraudsters. Where do you see some of the key areas of innovation heading when it comes to 
security of mobile financial services?

Matwyshyn:  I think all of the traditional vectors of security will still be key to roll out in the mobile space. 
Obviously things like encryption protocols have to be maintained. And as new vulnerabilities are discovered 
[there will be questions about] which mobile providers are on top of security developments and update their 
systems to afford their customers the highest level of protection possible in light of the evolving threats. Those are 
some of the concerns that the market place will look at and that the most educated consumers will look at. I think 
all the same security threats as I’ve said that exist in other spaces are just going to transfer here. But the key is 
that the human interface is more challenging and that the players are slightly different in mobile spaces.

And so you have new categories of entrants who would potentially never think of building an operating system 
otherwise or building an app that generates dancing cats on your lap top. But in this space we have, perhaps, 
companies entering who are used to mediating payments in other contexts and so they’re trying to expand their 
operations into mobile context as well. And the question is, who’s learning will be best transferred and how 
they’ll manage the risks as they emerge? Security is always a moving target. There’s no such thing as kind of a 
band aid solution to security. It’s the companies that view security as a one-time thing that are most likely to get 
compromised.
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When you talk to the most sophisticated security engineers, what they immediately tell you is that they have 
given up on the possibility of ever fully securing their own systems. All they can do is stay as vigilant as possible 
and try hard and hope for the best. It’s like crossing the street. There could be a crazy car that comes hurdling 
at you at 60 miles an hour because it just turned the corner. You can’t possibly know what’s around that corner. 
But the question is, are you crossing the street by looking both ways or are you just wandering into the street 
aimlessly and looking straight ahead at what’s on the other side of the street without being concerned about the 
car that’s speeding at you, and is going to kill you and the people you’re crossing the street with along the way?

Knowledge@Wharton:  Regarding Apple products, banks must be sure that a mobile device calling into a bank 
actually belongs to the person who’s calling in. But Apple’s operating system has its own security arrangement 
and that makes it hard for a bank to install its system. And so would you discuss the problem, given the popularity 
of iPhones?

Matwyshyn:  So this is going to be a challenge. Particularly because Apple has historically maintained a high 
degree of control over its proprietary products and Apple has a history, because of its small market share in the 
traditional computing space – it has a perception, many engineers would say wrongly, as being a more secure 
product. Whereas, perhaps the reality is that it’s simply the small market share has rendered them a less-attractive 
target for attack by malicious actors.

Now because of the prevalence of iPhones that would certainly not be the case in the mobile payment space. So 
this is indeed an important challenge that banks and Apple and consumers that use iPhones for mobile payments 
will face. Whether innovation will happen through new types of apps that assist in the integration process, or 
whether the intermediation happens not so much through banks but through start-ups that have different ways 
of allowing consumers to access payment streams, we’ll have to wait and see. But you’re right to flag this as an 
inherent tension between a locked down proprietary, tightly vertically integrated IP approach and the need for 
incorporating legacy systems in banks and other types of integration challenges that will exist in having less 
technologically savvy, in many cases, enterprises such as financial institutions interact with very tech savvy but IP 
controlled enterprises such as Apple.

Kowledge@Wharton:  What haven’t I asked you about mobile banking security that is important to know?

Matwyshyn:  I think that one of the interesting moving targets in this space is the legal target. We have a host of 
unresolved issues that exist from the web that are going to be transferred into this space. I’ve already mentioned 
the problems around end user license agreements. End user license agreements have become progressively more 
draconian, progressively longer, harder to understand and more anti-consumer from a consumer’s standpoint.

For example, it’s very common that user agreements now contain a provision that allows a company to 
unilaterally amend the terms of that agreement in its sole discretion – in some cases they say “with or without 
notice to the consumer.” Okay, now maybe I’m not so worried about that in terms of the picture of my cat, but 
when we’re talking about your ability to amend the terms upon which you may or may not be liable for my bank 
account being emptied because of your choices not to implement the highest quality security protocols inside 
your organization – here’s where the rubber’s going to meet the road. 

And so some of these unresolved contract law questions are now going to be layered onto these pre-existing 
banking law concerns about payment systems and what is or is not a bank, what is or is not protected by the 
FDIC, how consumers can obtain resource if their funds go missing. We have those two questions merging in this 
space in a way that will cause regulators to have their ears perk up and think about how to resolve some of these 
challenges.

Consumers tend to assume that some sort of safety net exists for them in digital spaces. That’s generally not 
the case. Contract law is the dominant form of organizing these digital spaces. We haven’t had a successful tort 
regime really emerge in digital spaces. And all of those deficiencies are going to further transfer into the mobile 
space. Now, having consumers lack faith in your product is not a good state of affairs for these companies. So 
companies are walking a line between trying to limit their liability in terms of giving themselves the opportunity to 
grow, to learn, and to not get bankrupted by a single mistake or a single compromise, which is reasonable.

But on the other hand, the concerns of consumers and the safety of their funds, and creating this trusted 
commercial relationship -- those are also valid concerns. And the law has not stepped up to reconcile these pre-
existing challenges. And we’re going to see mobile exacerbate all of these challenges. And eventually we’re going 
to have to have them resolved. Hopefully, it won’t take a large-scale loss of consumer funds by a mobile provider 
to get the attention of the whole space. And although self-regulation has generally not been very successful in the 



9  |  Knowledge@Wharton   knowledge.wharton.upenn.edu

privacy space – that’s the general consensus that seems to be emerging. And we see this from, for example the 
White House releasing a Consumer Bill of Privacy Rights within the last couple years.

I am optimistic that the providers will be more sensitive and learn from the perhaps sub-optimal consumer focus 
of predecessors and traditional digital spaces and the mobile providers in these mobile products hopefully will be 
more concerned about the delicate line that they walk between limiting their liability while maintaining consumer 
trust, which is a very important piece of this equation.


